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8.8.1
Determining the administrator of the MExE device

The administrator of the MExE device shall be determined by a two part logical process with the first part  shown in the flowchart in Figure 11 "MExE administrator determination mechanism". The second part of the logical process is in Figure 12 "MExE administrator determination mechanism, for MExE-(U)SIM supporting third party certificates".

8.8.1.1
Determining the administrator of the MExE device

During power-up or MExE-(U)SIM insertion event,  the provisioned mechanism shall look for an administrator root public key that is stored on the MExE-(U)SIM.  If an administrator root public key cannot be found on the MExE-(U)SIM, the provisioned mechanism shall look for one on the MExE device.  This leads to the following two cases:-
-
administrator root public key is absent 

if the administrator root public key is absent, then the user shall automatically become the administrator of the MExE device.

-
administrator root public key is present 

if an administrator root public key is present, this root public key shall be used for all remote administration authentication, implying that the owner of the administrator root public key is the administrator.

[image: image1.wmf] 

 

Is the 

administrator 

root public key 

in the MExE

-

(U)SIM?

 

 

Is the 

administrator 

root public key 

in the MExE 

device?

 

No

 

Yes

 

User acts as the 

Administrator

 

Owner of the 

administrator root 

public key is the 

Administrator

 

No

 

Yes

 

MExE administrator

 

determination mechanism

 

 




Figure 11: MExE administrator determination mechanism
8.8.1.2
Determining the administrator of the MExE device, for MExE-(U)SIM supporting third party certificates

The  second part of the administrator determination  mechanism is subsequently defined( see Figure 12 " MExE administrator mechanism, for MExE-(U)SIM supporting third party certificates"), and shall be initiated after a power-up or MExE-(U)SIM insertion event is processed .

The following subclauses 8.8.1.2.1 "Administrator of the MExE device is the user" and 8.8.1.2.2 "Administrator of the MExE device is not the user" assume that Third Party certificates can be added using the MExE-(U)SIM, however Third Party certificates may be added using a non-(U)SIM approach(e.g. inserted at the time of manufacture, signed package download etc.).
8.8.1.2.1
Administrator of the MExE device is the user

If the administrator is the user, then a check shall be made to determine whether there is a MExE-(U)SIM. If a MExE-(U)SIM is present, then a check shall then be made to determine whether there is a certificate in the MExE-(U)SIM. The  second part of the  administrator determination mechanism shall allow the MExE device to determine (via a format) what type of certificate is present:

-
certificate present - third party (CP-TP)


A certificate present in the MExE-(U)SIM shall be considered by the MExE device as a Third Party certificate, whilst that MExE-(U)SIM is inserted in the MExE device. The user shall be queried to allow or disallow the certificate as a Third Party. 

-
certificate present - administrator (CP-Admin)


If a temporary certificate is present in the MExE-(U)SIM, the user shall be queried whether to allow the certificate on the MExE-(U)SIM to take temporary control of the third party domain. By temporary control, it is meant that once the card is removed the administrator reverts back to the user administrator settings. The above mechanism implies that the previous configuration settings for the administrator shall be saved, so that they may be restored. If the user disallows the MExE-(U)SIM certificate, the Third Party Domain shall not be able to use any of the network capabilities in the third party domain as identified in the network access section of the security Table 6 "Security domains and actions".

If an administrator  certificate is not present on the MExE-(U)SIM and the administrator is the user, the user shall continue to be the administrator and may make use of all functionality.

8.8.1.2.2
Administrator of the MExE device is not the user

If the administrator is not the user, then a check is made to determine if there is a MExE-(U)SIM. If a MExE-(U)SIM is present, then a check is made to see if there is a certificate in the MExE-(U)SIM. If a certificate is present in the MExE-(U)SIM, then a comparison is made of the certificate’s root public key on the MExE-(U)SIM with the root public key on the MExE device for the following cases:

-
Case (a): they are the same;

-
Case (b): they are not the same, but the MExE device certificate is cross-certified with the MExE-(U)SIM certificate (a cross-certificate exists on the MExE device);

-
Case (c): they are not the same, but the MExE device certificate has a line of trust back to the MExE-(U)SIM certificate domain;

-
Case (d): they are not the same. 

If the owner of the public key in the certificate on the MExE-(U)SIM is to be a temporary administrator (CP-Admin), then in cases (a), (b) and (c), the temporary administrator shall be the owner of the CP-Admin root public key. In case (d), the Third Party domain shall not use any of the network capabilities in the third party domain as identified in the network access section of the security Table 6 "Security domains and actions". If the certificate is to be a Third Party, then the certificate (CP-TP) shall be verified with the CCM and based on the content and permissions of the CCM, the certificate shall be added to the Third Party list or rejected.
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Figure 12: MExE administrator determination mechanism, for MExE-(U)SIM supporting third party certificates
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